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Motivation
Some recent software and service “bugs”

= 2006: U.S. government student loan service erroneously made public
personal data of 21,000 borrowers. [URL 1]

= 2006: Software error resulted in overbilling of several thousand dollars
to each of 11,000 customers of major telecom. company. [URL 1]

= 2007: Problems in payroll system for a large urban school system lead to
one third of employees receive incorrect pay checks, resulting in
overpayments of $53 million, as well as underpayments. [uRL 1]

= 2009: The social mini-blog platform , Twitter was haunted by a worm, that
was able to infiltrate the profiles of registered users, proliferate itself,
and send messages of questionable content under different names.
The worm made use of a security loop-hole that made Twitter vulnerable
for cross-site scripting attacks [URrL 2]

= 2009: A bug caused inconvenience to Google users by showing the
message ‘This site may harm your computer’ along with each and
every search result. [URL 3]
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Aims of this Presentation

Bl \What kind of “bugs” are there?
» Fundamental concepts: failure, fault and error, ...

Bl How to find “bugs”?
= Quality assurance techniques and synergies

Bl \When and why to look for “bugs”?
= Quality assurance processes and phases
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Agenda

* Fundamentals
» Quality Assurance Techniques
» Quality Assurance Processes

= Summary and Outlook
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Fundamentals - SoftEng
Fallure, Fault and Error

Bl [ailure = deviation of the functionality / quality of the software
from its expected functionality / quality;
e.g., accounting software returns wrong balance of account

T

can lead to

Bl [ault = defectin a software artefact;
e.g., wrong initialization of loop variable (e.g., 1 instead of 0).

A

leads to

fault

Bl Crror = Mistake or misunderstanding of a developer when
creating a software artefact;

e .
@)} e.g., overlooked that arrays in C++ start at index 0

[Spillner, 2007]
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Fundamentals - ServEng
Failure, Fault and Error (1)

= Terminology still valid
for adaptive SBS?
. LL”/;>
Service-based SySteyQ&

Applicati

gl? M= = = -Adapt?ition Logic
. aul

4 : < —

Seryice .

Engm__eer i — 2ﬂd \e\’e\ faU\t ‘ ,

aul

A. Metzger — SSAI&E Summer School, Crete, 2009 © Prof. Dr. K. Pohl — 8/<Max>



Fundamentals - ServEng
Failure, Fault and Error (2)

= Terminology still valid
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Fundamentals
ServEng Research Challenges

= What types of service-specific “bugs” are possible?

— Adaptation bugs

- How can we define and refine an ,adaptation fault taxonomy* to
support QA for adaptation?

- Which novel QA techniques are needed for discovering adaptation
,bugs*? [Kazhamiakin et al. 2008]
— Bugs due to external service invocation

- How to uncover faults (“debugging”) if those are implied by the use
of 3rd party services?
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Quality Assurance Techniques - SoftEng
Overview: Classification

= Dynamic Checks: Examine individual executions of the software

Examples:

- Testing {
- Monitoring |

- Profiling

= Static Analysis: Examine software artefacts without execution

Examples:
- Reviews, walkthroughs and inspections

- Correctness proofs
- Model checking

= Error Abstraction: Understand the “patterns” of mistakes

(based on [Liggesmeyer, 2002])
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Quality Assurance Techniques - SoftEng
Overview: Assessment

= Dyn am | C Ch ec kS (based on [Liggesmeyer, 2002])

+ software can be checked in real usage contexts and with real inputs

— dynamic checks cannot (except for trivial cases)
check all potential execution traces

— executable software artefacts must be available

— needs “debugging” to determine the faults

= Static Analysis

+ can be applied to all kinds of artefacts (even ones which are
not executable)

+ more universal statements about the properties of the artefacts
possible, because classes of executions can be examined

— relevant aspects might be overlooked as analysis
typically is based on a model (abstraction) of the software
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Two Important Dynamic Checks: Testing vs. Monitoring
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Quality Assurance Techniques
Two Important Dynamic Checks: Overview

= Testing (prominent in SoftEng) Software

= Systematically execute the software  Engineer

1. Software is fed with concrete pre- &
determined inputs (test cases) ‘3}( | -

2. Produced outputs* are observed
3. Deviation = failure

= Monitoring (prominent in ServEng)
— Observe the software during its End-user
current execution (i.e., actual use /
operation) ’
1. End-user interacts with the system % X
2. Produced outputs* are observed )
3. Deviation = failure input output *

[PO-JRA-1.3.1; S-Cube KM] * incl. internal data collected for QA purposes
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Quality Assurance Techniques
Two Important Dynamic Checks: “Architecture”

[Deussen et al. 2002]

FACE

passive ,checking“

CNec active ,, checking”
= monitoring

= testing

1NS

SUT = system under “test”; CUT = “component” under “test”
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Quality Assurance Techniques
Two Important Dynamic Checks: Assessment

m Testi ng (based in part on [Canfora & Di Penta, 2006])

+ Testing can uncover failures before deployment

+ Testing can systematically cover the test object
(e.qg., branch coverage)

— Testing cannot guarantee the absence of faults
— Testing can have side effects (it is “active”)

= Monitoring

+ Monitoring can uncover failures during run-time
which have escaped testing and can
trigger adaptations (recovery actions)

— Coverage of monitoring is not systematic / predictable /
deterministic (because based on non-deterministic
user inputs / interactions)

— Monitoring can have side effects
(e.g., performance impacts of “probes”)

— Late (in the life-cycle) discovery of failures
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Quality Assurance Techniques
ServEng Research Challenges

s Testi ng Challen ges (based in part on [DiNitto et al. 2008])

— How to we cater for the fact that services are under the control of
different parties?

- How can we test a service which is under the control by an external
service provider?

- How can we extend service interfaces for test purposes while still
maintaining key properties like isolation, information hiding and
loose coupling?

— How can we address the fact that during design-time not all services
of the SBS are available (i.e., design-time testing feasible)?

— How can we provide adequate test coverage if services do not allow
access to “internals” (i.e., no code-based coverage possible)?

— How to compensate for the fact that services cannot be tested in all
possible compositions due to potentially unbound number of service
compositions (i.e., difficulties for integration testing)?
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Quality Assurance Techniques
ServEng Research Challenges

= Fy rther QA Ch a”enges (based in part on [DiNitto et al. 2008])

— How can we exploit the synergies between testing and monitoring?
- What benefits does online (run-time) testing provide?
- How to enable online (run-time) testing?
— How can we exploit other QA techniques during run-time?
- How to devise run-time (model) analysis techniques?
- How to keep models in sync with the system?
— How do we do debugging / testing without side-effects?

— Can we “monitor” faults (“preventive” monitoring)?
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Quality Assurance Processes - SoftEng
Software Life-Cycle Model: V-Model

Note: This model does not prescribe a , waterfall“ approach!

———————————————— Acceptance test

<« )
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Quality Assurance Processes - SoftEng
Testing Activities in the V-Model

=7

—————————————— —/ Acceptance test

[Graham, 2002]
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Quality Assurance Processes - ServEng
S-Cube Lifecycle Model

< Adaptation |:| |:| Evolution >

|dentify Requirements
adaptation Engineering &
needs Design
’ Operation &
: Managemen
|dentify J
adaptation :
strategy Construction
Enact Deployment &

adaptatio provisioning

[PO-JRA-1.1.1]
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Quality Assurance Processes - ServEng
Testing Activities in the S-Cube Lifecycle Model
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Quality Assurance Processes - ServEng

Design-Time Testing Activities

Front End A

Service
Engineer
@ Integrator

Vs

Service
Engineer
@ Provider [Linthicum, 2007]

System test: tests that the SOA
solution has delivered the
business requirements &
acceptance criteria

Workflow test: ensures that
services are operating
collectively as specified

Integration test: determines if
interface behaviour & information
sharing between the services, are
working as specified

Service test: ensures that the
service is meeting project
requirements + business &
operational requirements of other
services using that service

Component test: unit testing,
e.g., basic functionality of
components & functions within a
service work as specified
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Quality Assurance Processes
ServEng Research Challenges

= How to support QA during run-time?
— How to integrate quality assurance in the service life-cycle?
— Which run-time QA activities to provide and when?
— How to enable the prediction of quality for pro-active adaptation?

— What about regression testing for service evolution /
continuous testing?

— How and when to ensure the quality of adaptation?

= How to exploit synergies between QA techniques along the
life-cycle?

— What to do during design-time to be exploited during run-time?
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Summary and Outlook
QA Techniques and Challenges

Also important: Analytical
Constructive quality Quality Assurance
assurance to avoid /I\

introduction of faults! Quality
e . . Prediction
xamples: code-generation, f P
development / process guidelines, O_r ro-
templates Activeness

Dynamic Checks

Adaptation

. Adaptation
Testing Analysis
T / . \
esting : Monitorin Static Analysis
Online g - y
: Run-time
Testin :
g analysis
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Summary and Outlook
Addressing the Challenges in S-Cube
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Summary and Outlook
Addressing the Challenges in S-Cube

Thanks to Osama Sammodi
for his support in preparing
the slides
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